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1. Introduction 

 

At Colman Junior School we understand that computer technology is an essential resource for 

supporting teaching and learning. The internet and other digital and information technologies open up 

opportunities for pupils and play an important role in their everyday lives. 

 

Whilst the school recognises the importance of promoting the use of computer technology 

throughout the curriculum, we also understand the need for safe internet access and appropriate use. 

 

2. Aims  

• To ensure appropriate and safe use of the internet and other digital technology devices by all 

pupils and staff. 

• To enable all staff to work safely and responsibly, to model positive behaviour online and manage 

professional standards and practice when using technology. 

• To identify clear procedures to use when responding to online safety concerns. 

The school is committed to providing a safe learning and teaching environment for all pupils and staff 

and has implemented important controls to prevent any harmful risks.  

 

3. Legal Framework 

This policy has due regard to the following legislation, including, but not limited to: 

• Human Rights Act 1998 

• Data Protection Act 2018 

• Freedom of Information Act 2000 

• Regulation of Investigatory Powers Act 2000 

• Safeguarding Vulnerable Groups Act 2006 

• Education and Inspections Act 2006 

• Computer Misuse Act 1990, amended by the Police and Justice Act 2006 

• Communications Act 2003 

• Protection of Children Act 1978 

• Protection from Harassment Act 1997 

This policy also has regard to the following statutory guidance: 

• DfE (2018) ‘Keeping Children Safe in Education’ 

• DfE (2018) ‘ Working Together to Safeguard Children’ 

This policy will be used in conjunction with the following school policies and procedures: 

• Anti-bullying policy 

• Behaviour policy 



• Safeguarding policy 

• Whistleblowing policy 

• Acceptable Use Agreement 

4. Use of the Internet 

 

4.1 The school understands that using the internet is important when raising educational 

standards, promoting pupil achievement and enhancing teaching and learning. 

4.2 Internet use is embedded in the statutory curriculum and is therefore an entitlement for all 

pupils, though there are a number of controls the school is required to implement to minimise 

harmful risks. 

4.3 When accessing the internet, individuals are especially vulnerable to a number of risks which 

may be physically and emotionally harmful, including: 

• Access to illegal, harmful or inappropriate images 

• Cyber bullying 

• Access to, or loss of, personal information 

• Access to unsuitable online videos or games 

• Loss of personal images 

• Inappropriate communication with others 

• Illegal downloading of files 

• Exposure to explicit or harmful content, e.g. involving radicalisation 

• Plagiarism and copyright infringement 

• Sharing the personal information of others without the individual’s consent or 

knowledge. 

 

5. Roles and Responsibilities 

It is the responsibility of all staff to be alert to possible harm to pupils or staff due to inappropriate 

internet access or use, both inside and outside of the school, and to deal with incidents of such as a 

priority. 

5.1 It is the responsibility of the headteacher to: 

• Ensure that online safety is viewed as a safeguarding issue and that practice is in line 

with national and local recommendations and requirements. 

• Act as a named point of contact on all online safeguarding issues and liaise with other 

members of staff or other agencies as appropriate. 

• Ensure that the ICT subject leader and any other relevant staff receive CPD to allow 

them to fulfil their role and train other members of staff. 

• Ensure there is a system in place which monitors and supports the ICT subject leader, 

whose role it is to carry out the monitoring of e-safety in the school. 

• Review and amend this policy with the ICT subject leader, taking into account new 

legislation, government guidance and previously reported incidents to improve 

procedures.  

 

5.2 It is the responsibility of the ICT subject leader to: 

• Ensure the day-to-day e-safety in the school and manage any issues that may arise. 



• Provide relevant training and advice for members of staff as part of the requirement 

for staff to undergo regularly updated safeguarding training and be able to teach 

pupils about online safety. 

• Establish a procedure for reporting incidents and inappropriate internet use, either by 

pupils or staff. 

• Maintain a log of submitted e-safety reports and incidents. 

• Meet regularly with the headteacher and governors to keep them updated on the 

school’s approach to online safety. 

• Work with staff to coordinate participation in local and national events to promote 

positive online behaviour, such as Safer Internet Day. 

• Ensure that online safety is promoted to parents, carers and the wider community 

through a variety of channels and approaches. 

 

5.3 It is the responsibility of all staff members to: 

• Read and adhere to the online safety policy and Acceptable Use agreement. 

• Take responsibility for the security of school systems and the data they use, or have 

access to, according to the Data Protection policy.  

• Model good practice when using technology and maintain a professional level of conduct 

in their personal use of technology, both on and off site. 

• Embed online safety education in curriculum delivery wherever possible. 

• Have an awareness of a range of online safety issues and how they may be experienced 

by the children in their care. 

• Identify online safety concerns and take appropriate action by following the school’s 

safeguarding policies and procedures. 

 

5.4 It is the responsibility of governors to: 

• Hold meetings with the ICT subject leader at least annually to discuss the 

effectiveness of the e-safety provision, current issues and to review incident logs as 

part of the school’s duty of care. 

• Evaluate and review this policy on an annual basis, taking into account the latest 

developments in ICT and any feedback from pupils and staff. 

 

5.5 It is the responsibility of pupils to: 

• Engage in age appropriate online safety education opportunities. 

• Contribute to the development of online safety policies. 

• Read and adhere to the school’s Acceptable Use agreement. 

• Respect the feelings and rights of others, both on and offline. 

• Take responsibility for keeping themselves and others safe online. 

• Seek help from a trusted adult if there is a concern online and support others that may 

be experiencing online safety issues. 

 

5.6 It is the responsibility of parents and carers to: 



• Read the school’s Acceptable Use agreement and encourage their children to adhere to 

it. 

• Support the school in their online safety approaches by discussing online safety issues 

with their children and reinforce appropriate, safe online behaviours at home. 

• Model safe and appropriate use of technology and social media. 

• Seek help and support from the school or other appropriate agencies if they or their 

child encounter risk or concerns online.  

 

6. E-safety education 

 

6.1 Educating pupils 

• An e-safety programme is established and taught across the curriculum on a regular 

basis, ensuring that pupils are aware of the safe use of new technology both inside and 

outside of the school.  

• Pupils are taught about the importance of e-safety and are encouraged to be critically 

aware of the content they access online, including extremist material and the validity 

of website content.  

• Pupils are taught to acknowledge information they access online in order to avoid 

copyright infringement and/or plagiarism. 

• Clear guidance on the rules of internet use is presented in all classrooms. 

• PSHE lessons are used to educate pupils about cyber bullying, including how to report 

cyber bullying, the social effects of spending too much time online and where to access 

help. 

• The school holds e-safety events, such as Safer Internet Day and Anti-Bullying Week, 

to promote online safety.  

 

6.2 Educating staff 

• A planned calendar programme of e-safety training opportunities is available to all 

staff members, including whole school activities and CPD training courses. 

• Staff undergo e-safety training on a regular basis to ensure they are aware of current 

e-safety issues and any changes to the provision of e-safety, as well as current 

developments in social media and the internet as a whole.  

• Staff are educated on which sites are deemed appropriate and inappropriate. 

• New staff are required to ensure they fully understand the Online Safety policy. 

• The ICT subject leader acts as the first point of contact for staff requiring e-safety 

advice.  

 

6.3 Educating parents and carers 

• E-safety information is directly delivered to parents through a variety of formats, 

including newsletters, the school website and social media. 

• Twilight courses and presentations are run by the school for parents. 

• Parents’ evenings, meetings and other similar occasions are utilised to inform parents 

of any e-safety related concerns. 



 

7. E-safety Control Measures 

 

7.1 Internet access  

• Internet access is authorised once parents and pupils have returned the signed consent 

form in line with our Acceptable Use agreement. 

• A record is kept of all pupils who have been granted internet access.  

• Effective filtering systems are established to eradicate any potential risks to pupils 

through access to, or trying to access, certain websites which are harmful or use 

inappropriate material. 

• Requests by staff for websites to be added or removed from the filtering list must be 

first authorised by the headteacher. 

• School systems are protected by up-to-date virus software. 

• An agreed procedure is in place for the provision of temporary users, e.g. volunteers. 

• Staff are able to use the internet for personal use during out-of-school hours as well 

as during break and lunchtimes.  

 

7.2 Email 

• Pupils and staff are given approved email accounts and are only able to use these 

accounts. 

• The use of personal email accounts to send and receive personal data or information is 

prohibited. 

• Email will be used in accordance with the school’s Data Protection policy. 

• Pupils are taught to use their email accounts appropriately during Computing lessons. 

 

7.3 Published Content on the School Website and Images 

• The headteacher is responsible for the overall content of the school website and will 

ensure the content is appropriate and accurate. 

• Contact details on the school website include the phone number, email and address if 

the school – no personal details of staff or pupils will be published. 

• Images and full names of pupils, or any content that may easily identify a pupil, will be 

selected carefully and will not be posted without parental consent according to the 

school’s Data Protection policy.  

• Staff are allowed to take pictures but must ensure that pictures are removed from any 

personal devices within a 24-hour period.  

 

7.4 Mobile Devices and Hand-Held Computers 

• All school-owned devices are used in accordance with the school’s Acceptable Use 

agreement and with appropriate safety and security measures in place. 

• Electronic devices of any kind that are brought onto site are the responsibility of the 

user at all times. 

• Mobile devices are not permitted to be used by pupils during school hours and should be 

left at the school office at the start of the school day.  



• Parents, carers and visitors (including volunteers and contractors) must use their 

mobile phones and personal devices in accordance with the school’s Acceptable Use 

agreement. 

• The school will ensure appropriate signage and information is in the school office area 

to inform parents, carers and visitors of expectations of use.  

• Members of staff are expected to challenge visitors if they have concerns and will 

always inform the Designated Safeguarding Lead of any breaches of school policy. 

 

8. Reporting Misuse 

Colman Junior School will clearly define what is classed as inappropriate behaviour in the Acceptable 

Use agreement, ensuring all pupils and staff members are aware of what behaviour is expected of 

them. Inappropriate activities are discussed and the reasoning behind prohibiting activities due to e-

safety is explained to pupils as part of the curriculum. 

8.1 Misuse by Pupils  

• Pupils who engage in misbehaviour with regards to internet use will be sanctioned 

according to the school’s behaviour policy. 

• Any pupil who does not adhere to the rules outlined in the Acceptable Use agreement 

and is found to be wilfully misusing the internet will have their internet use suspended 

and their parents will be informed. 

• Complaints of a child protection nature, such as when a child is found to be accessing 

extremist material, shall be dealt with in accordance with our Safeguarding policy.  
 

8.2 Misuse by Staff 

• Any misuse of the internet by a member of staff should be immediately reported to 

the headteacher.  

• The headteacher will deal with any such incident in accordance with the Whistleblowing 

policy and will decide whether it is appropriate to notify the police or Local Authority 

of the incident.  

• Following advice from the police and/or Local Authority, disciplinary action may be 

taken against the member of staff involved.  

 

8.3 Use of Illegal Material 

• In the event that illegal material is found on the school’s network or evidence suggests 

that illegal material has been accessed, the police will be contacted.  

• If a child protection incident is suspected, the school’s safeguarding policy will be 

followed.  
 

9. Teaching Children Remotely (updated May 2020) COVID-19 pandemic. 
 

Plans have been made to continue educating children at home through setting remote learning 

tasks online and to continue to safeguard children whilst learning at home. Teachers will contact 

pupils through Office 365 and primarily by setting home learning tasks using a class Microsoft 

OneNote page. Pupils will be reminded that the Acceptable Use agreement should continue to be 

followed when working remote and teachers should follow safer working practice guidance. For 

more detailed information please refer to the Colman Federation Safeguarding document 

Appendix 5 paragraph 5.10 ‘Online Safety’ and NCC Safeguarding Guidance sections 16, 17, 18, 19 

and 20.  



 

10. Monitoring and Review 

This policy will be reviewed annually by the ICT subject leader and the governing board. The latest 

developments in ICT and feedback from staff and pupils will be taken into account. Any changes made 

to this policy will be communicated to all members of staff. Members of staff are required to 

familiarise themselves with this policy as part of their induction programme.  

 

 

 


